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System Backup 101
A proper backup solution involves several key considerations — the data you choose to backup, the format of backup, safe storage of the backup and the ability to recover the data. This document will give you a basic understanding of these key considerations. Your EHR vendor will be able to give you application-specific requirements for your system. 

The Health Insurance Portability and Accountability Act (HIPAA) requires health plans, healthcare clearinghouses and health care providers that maintain or transmit health information electronically to provide reasonable and appropriate administrative, technical and physical safeguards to ensure the integrity and confidentiality of the information by protecting it against any reasonably anticipated threats or hazards to its security, integrity, unauthorized use and disclosure. One of the administrative safeguards of HIPAA requires a contingency plan documenting the health care provider’s plan for data backup, disaster recovery and emergency mode of operations. 

 Types of Backups 

· Full System Backup: A complete backup of all clinical data, the EHR application, hardware configuration, operating system, server configurations and any other applications required for the EHR application to function properly. 

A full system backup can be applied to an empty server and bring the entire system back up with one tape. This method will bring the system back online in the shortest amount of time because a full system backup eliminates the need to re-install the operating system manually, support applications and system configurations. Creating a full system backup tape requires more time to complete (as opposed to an incremental backup) since it is copying absolutely everything. 

· Incremental Backup: Captures only clinical and application data that have changed since the last backup. These backups can be created quickly because they are only capturing the changes to the system. 

It is wise to test your backup tapes (both full system and incremental) to ensure that you are actually copying data to the tapes. The best recommendation is to work with your EHR vendor to establish a protocol for testing the tapes. 

Backup Media 

Magnetic tapes are still the most common system backup media for small- to medium-sized businesses. “Write once, read many,” or WORM media, such as CD-R and DVD-R are also available. As broadband access becomes more widespread, network and internet-based online backups are gaining in popularity as well. 

Rotating the Data 

One way to backup your system is to run full system backups weekly and incremental backups nightly. Once the data backups are made, they should be kept at an offsite location that is fireproof and waterproof. 

Data rotation means that you rotate the tapes or disks to ensure that you have as many up-to-date versions of the application as possible. For example, you have four weekly backup tapes and you pull the oldest one for re-writing. Further, you may have 10 nightly backup tapes and you pull the oldest one for re-writing. Rotating the tapes means you will have more options for restoring your data.
Example: 

	
	Monday
	Tuesday
	Wednesday
	Thursday
	Friday

	Week 1
	Tape 1
	Tape 2
	Tape 3
	Tape 4
	Tape 5

	Week 2
	Tape 1
	Tape 2
	Tape 3
	Tape 4
	Tape 6

	Week 3
	Tape 1
	Tape 2
	Tape 3
	Tape 4
	Tape 7

	Week 4
	Tape 1
	Tape 2
	Tape 3
	Tape 4
	Tape 8


Maintenance

Every morning someone should check the backup log for errors. Critical errors should be investigated. Heavily used tapes will wear out faster. Watch the error log to identify when you need to replace worn tapes. If you are using a tape backup, the tape drives need periodic head cleaning. You can purchase cleaning kits for the tape drives.  Create a protocol and assign a responsible person(s) to complete the maintenance requirements.  

The Disaster Recovery Plan 

The disaster recovery plan should include the exact steps that need to be taken to complete a full system recovery. These steps should be practiced until your entire team is comfortable completing them.
Your disaster recovery plan should also include downtime procedures for how you will function without the use of your computer system. Paper copies of all clinical forms and flow sheets needed to treat patients should be kept on hand in the event of system downtime. 

Resources: 
1. The Electronic Physician: Guidelines for Implementing a Paperless Practice. Allscripts Healthcare Solutions. 2005. 

2. MediNotes.com 

3. Wikipedia.org 
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